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curl_easy_setopt - set options for a curl easy handle

SYNOPSIS

#include <curl/curl.h>

CURLcode curl_easy_setopt(CURL *handle, CURLoption option, parameter);

DESCRIPTION

curl_easy_setopt() is used to tell libcurl vhato behare. By using the appropriate options to
curl_easy_setoptyou can change libcud'behavior. All options are set with theption followed by a
parameter That parameter can be a long, a function pointer or an object peihtlpending on what the
specific option gpects. Read this manual carefully as bad inplies may cause libcurl to befkabadly!
You can only set one option in each function call. A typical application useg coaneasy_setopt() calls
in the setup phase.

NOTE: strings passed to libcurl as 'char *gaments, will not be copied by the libratystead you should
keep them wailable until libcurl no longer needs themailing to do so will causeery odd behaor or
even crashes. libcurl will need them until you call curl_easy_cleanup() or you set the same oagitoto ag
use a diferent pointer

NOTEZ2: options set with this function call aralid for the forthcoming data transfers that are performed
when you iroke curl_easy_perform The options are not in girway reset between transfers, so if you
want subsequent transfers withfdifent options, you must change them between the transfers.

Thehandleis the return code fromaurl_easy_init(3)or curl_easy_duphandle(&gll.

BEHAVIOR OPTIONS

CURLOPT_VERBOSE
Set the parameter to non-zero to get the library to display a letledse information about its oper
ations. \ery useful for libcurl and/or protocol detging and understanding.

You hardly ever want this set in production use, you will almosivals want this when you
delug/report problems. Another neat option forulgpying is theCURLOPT_DEBRIGFUNCTION

CURLOPT_HEADER
A non-zero parameter tells the library to include the header in the body output. This is ~alytrele
for protocols that actually ke headers preceding the data €T TP).

CURLOPT_NOPROGRESS
A non-zero parameter tells the library to shut of thi#tdin progress meter completely

NOTE: future \ersions of libcurl is likly to not hae any huilt-in progress meter at all.

CURLOPT_NOSIGNAL
Pass a long. If it is non-zero, libcurl will not useyafunctions that install signal handlers olyan
functions that cause signals to be sent to the process. This option is mainly heres tmusdtio
threaded unix applications to still set/use all timeout options etc, without risking getting signals.
(Added in 7.10)

CALLB ACK OPTIONS

CURLOPT_WRITEFUNCTION
Function pointer that should match the faling prototype:size_t function( wid *ptr, sze_t size,
size_t nmemb, wid *stream); This function gets called by libcurl as soon as there is daticee
that needs to bewad. The size of the data pointed to iy is sizemultiplied with nmemb it will
not be zero terminated. Return the number of bytes actuaky teére of. If that amount ks
from the amount passed to your functiorl gignal an error to the library and it will abort the trans-
fer and returrCURLE_WRITE_ERBR
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Set thestreamargument with theCURLOPT_FILE option.

NOTE: you will be passed as much data as possible in\alkés, but you cannot possibly mek
ary assumptions. It may be one byte, it may be thousands. The maximum amount of data that can be
passed to the write callback is defined in the curl.h header file: CURL_MAX_WRITE_SIZE.

CURLOPT_WRITED ATA

Data pointer to pass to the file write function. Note that if you specifyfCthBRLOPT_WRITE-
FUNCTION this is the pointer yoll’get as input. If you dom’'use a callback, you must pass a
'FILE *' as libcurl will pass this to fwrite() when writing data.

NOTE: If you're using libcurl as a win32 DLL, you MUST use B8RLOPT_WRITEFUNCTION
if you set this option or you wilbgerience crashes.

This option is also knen with the older nam€URLOPT_FILE , the name CURLOPT_WRITE-
DATA was introduced in 7.9.7.

CURLOPT_READFUNCTION

Function pointer that should match the faling prototype:size_t function( wid *ptr, Sze_t size,

size_t nmemb, wid *stream); This function gets called by libcurl as soon as it needs to read data
in order to send it to the pedihe data area pointed at by the poiqtmmay be filled with at most
sizemultiplied with nmembnumber of bytes. aur function must return the actual number of bytes
that you stored in that memory area. Returning O will signal end-of-file to the library and cause it to
stop the current transfer

CURLOPT_READDATA

Data pointer to pass to the file read function. Note that if you specif@uiRi OPT_READFUNC-
TION, this is the pointer yoil'get as input. If you dot’specify a read callback, this must beadid
FILE *.

NOTE: If you're using libcurl as a win32 DLL, you MUST us€€®/RLOPT_READFUNCTIOM
you set this option.

This option is also knen with the older nam€URLOPT_INFILE , the name CURLOPT_READ-
DATA was introduced in 7.9.7.

CURLOPT_PROGRESSFUNCTION

Function pointer that should match tberl_progress_callbak prototype found in<curl/curl.h>.
This function gets called by libcurl instead of its internal egient with a frequent inteal during
data transfer Unknaowvn/unused agument \alues will be set to zero (kkif you only davnload data,
the upload size will remain 0). Returning a non-zeatue from this callback will cause libcurl to
abort the transfer and rett@URLE_ABORTED_BY_CALILEK.

Also note thatCURLOPT_NOPRGRESSnust be set toALSE to male this function actually get
called.

CURLOPT_PROGRESSMATA

Pass a pointer that will be untouched by libcurl and passed as thedustemt in the progress call-
back set wittCURLOPT_PRGRESSFUNCTION

CURLOPT_PASSWDFUNCTION

libcurl 7.10.3

Pass a pointer to aurl_passwd_callbdcfunction that will be called instead of the internal one if
libcurl requests a passnd. The function must match this prototype:getpass(wid *client, char
*prompt, char* buffer, int buflen );. If set to NULL, it sets back the function to the internal
default one. If the function returns a non-zeralue, it will abort the operation and an error
(CURLE_BAD_PASSWORD_ENTERED) will be returnedclient is a generic pointeisee CUR-
LOPT_FASSWDIATA. promptis a zero-terminated string that ixtti¢hat prefies the input request.
buffer is a pointer to data where the entered pasdwhould be stored atmflenis the maximum
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number of bytes that may be written in thefér. (Added in 7.4.2)

CURLOPT_PASSWDDATA
Pass a wid * to whateer data you vant. The passed pointer will be the firgguanent sent to the
specifedCURLOPT_RSSWDFUNCTIONunction. (Added in 7.4.2)

CURLOPT_HEADERFUNCTION
Function pointer that should match the faling prototype:size_t function( void *ptrsize_t size
size_t nmemb, void *&am); This function gets called by libcurl as soon as there iswetbeader
data that needs to be writtenwdo The headers are guaranteed to be written one-by-one and only
complete lines are writtenabsing headers should be easy enough using this. The size of the data
pointed to byptr is size multiplied with nmemb The pointer namedtreamwill be the one you
passed to libcurl with th€eURLOPT_WRITEHEADEBption. Returrthe number of bytes actually
written or return -1 to signal error to the library (it will cause it to abort the transfer with a
CURLE_WRITE_ERBRreturn code). (Added in 7.7.2)

CURLOPT_WRITEHEADER
Pass a pointer to be used to write the header part of thevedadita to. If you dort’use your avn
callback to tak care of the writing, this must be alid FILE *. See also th€EURLOPT_HEADER-
FUNCTIONoption abee an how to st a custom get-all-headers callback.

CURLOPT_DEBUGFUNCTION
Function pointer that should match the fallog prototype:int curl_delug_callba& (CURL *,
curl_infotype char *, size t, void *);This function will recete cehug information if CUR-
LOPT_VERBOSE is enabled. The curl_infotypguanent specifies what kind of information it is.
This funtion must return O.

NOTE: the data pointed to by the char * passed to this function WILT bz ro terminated, ut
will be exactly of the size as told by the size_dwament.

CURLOPT_DEBUGDATA
Pass a pointer to whater you want passed in to your CURLOPT_DHBFUNCTION in the last
void * argument. This pointer is not used by libcurl, it is only passed to the callback.

ERROR OPTIONS
CURLOPT_ERRORBUFFER
Pass a char * to auffer that the libcurl may store human readable error messages in. This may be
more helpful than just the return code from the librafhe huffer must be at least
CURL_ERPOR_SIZE big.

Use CURLOPT_VERBOSEnd CURLOPT_DEBIGFUNCTIONto better debg/trace wi errors
happen.

Note: if the library does not return an errtine tuffer may not hee been touched. Do not rely on
the contents in those cases.

CURLOPT_STDERR
Pass a FILE * as parameterhis is the stream to use instead of stderr internally when reporting
errors.

CURLOPT_FAILONERR OR
A non-zero parameter tells the library tolfsilently if the HTTP code returned is equal to ogéar
than 300. The datilt action vould be to return the page normalgnoring that code.

NETWORK OPTIONS
CURLOPT_URL
The actual URL to deal with. The parameter should be a char * to a zero terminated string. The
string must remain present until curl no longer needs it, as it d@egy’'the string.
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NOTE: this option is (the only one) required to be set befaré easy_perform(3p called.

CURLOPT_PROXY
Set HTTP proxy to use. The parameter should be a char * to a zero terminated string holding the
host name or dotted IP address.gbecify port number in this string, append :[port] to the end of
the host name. The proxy string may be pesfixvith [protocol]:// since ansuch prefix will be
ignored. The proxyg port number may optionally be specified with the separate ojlidR-
LOPT_PROXYPORT

NOTE: when you tell the library to use a HTTP proliacurl will transparently corert operations
to HTTP een if you specify a FTP URL etc. This mayJjeaan impact on what other features of the
library you can use, such as CURLOPTQIE and similar FTP specifics that dom/ork unless
you tunnel through the HTTP prax$uch tunneling is actated with CURLOPT_HTTPPRXY-
TUNNEL

NOTEZ2: libcurl respects the @ironment \ariableshttp_proxy, ftp_proxy, all_proxy etc, if ary of
those is set.

CURLOPT_PROXYPORT
Pass a long with this option to set the proxy port to connect to unless it is specified in the proxy
string CURLOPT_PRXY.

CURLOPT_PROXYTYPE
Pass a long with this option to set type of the proRyailable options for this are CURL-
PROXY_HTTP and CURLPRXY_SOCKSS5, with the HTTP one being dsft. (Added in 7.10)

CURLOPT_HTTPPROXYTUNNEL
Set the parameter to non-zero to get the library to tunnel all operations throngh HTGIP proxy
Note that there is a big @&rence between using a proxy and to tunnel through it. If you Kool
what this means, you probably dbwant this tunneling option. (Added in 7.3)

CURLOPT_INTERFACE
Pass a char * as parametdiis set the intesice name to use as outgoing rekvinterface. The
name can be an inteade name, an IP address or a host name. (Added in 7.3)

CURLOPT_DNS_CACHE_TIMEOUT
Pass a long, this sets the timeout in seconds. Name essaill be lept in memory for this number
of seconds. Set to zero (0) to completely disable caching, or set to -1 ¢otmeatached entries
remain foreger. By default, libcurl caches info for 60 seconds. (Added in 7.9.3)

CURLOPT_DNS_USE_GLOBAL_CACHE
Pass a long. If thealue is non-zero, it tells curl to use a global DNS cache that will&ubetween
easy handle creations and deletions. This is not thread-safe and this will use aagibleal(dded
in 7.9.3)

CURLOPT_BUFFERSIZE
Pass a long specifying your prefered size for the kecéiffer in libcurl. The main point of this
would be that the write callback gets called more often and with smaller chunks. This is just treated
as a request, not an ordgou cannot be guaranteed to actually get thiengize. (Added in 7.10)

NAMES and PASSWORDS OPTIONS
CURLOPT_NETRC
This parameter controls the preference of libcurl between using user names ansrdsag®umn
your“/.netr file, relative © user names and passmds in the URL supplied witBURLOPT_URL

Note: libcurl uses a user name (and supplied or prompted pagsvsupplied withCUR-
LOPT_USERPWIn preference to anof the options controlled by this parameter

Pass a long, set to one of thalwes described belo
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CURL_NETRC_OPTIONAL
The use of youf/.netr file is optional, and information in the URL is to be preferrétie
file will be scanned with the host and user name (to find the peg®mly) or with the host
only, to find the first user name and paestvafter thaimadine, which ever information is
not specified in the URL.

Undefined alues of the option will hee this efect.

CURL_NETRC_IGNORED
The library will ignore the file and use only the information in the URL.

This is the dedult.

CURL_NETRC_REQUIRED
This walue tells the library that use of the file is required, to ignore the information in the
URL, and to search the file with the host only

Only machine name, user name and pasdwre takn into account

(init macros and similar things arésupported).

Note: libcurl does not grify that the file has the correct properties set (as the standard Unix ftp
client does). It should only be readable by user

CURLOPT_USERPWD

Pass a char * as parametevhich should be [user name]:[passd] to use for the connection. If
both the colon and pasevd is left out, you will be prompted for it while using a colon with no
password will make libcurl use an empty pasevd. CURLOPT_RSSWDFUNCTIONan be used
to set your wn prompt function.

When using HTTP and CURLOPT_FOLMA OCATION, libcurl might perform seeral requests

to possibly diferent hosts. libcurl will only send this user and passwnformation to hosts using
the initial host name, so if libcurl folles locations to other hosts it will not send the user and pass-
word to those. This is enforced to peat accidental information leakage.

CURLOPT_PROXYUSERPWD

Pass a char * as parametahich should be [user name]:[passd] to use for the connection to the
HTTP proxy If the passwrd is left out, you will be prompted for EURLOPT_RSSWDFUNC-
TION can be used to set youwo prompt function.

HTTP OPTIONS
CURLOPT_ENCODING

Sets the contents of the Accept-Encoding: header sent in an HTTP request, and enables decoding of
a response when a Content-Encoding: header isveteiThreeencodings are supporteidentity,

which does nothingjeflatewhich requests the sewto compress its response using the zlib algo-
rithm, andgzip which requests the gzip algorithnif. a zero-length string is set, then an Accept-
Encoding: header containing all supported encodings is sent.

This is a request, not an order; the semay or may not do itThis option must be set (toyanon-
NULL value) or else anunsolicited encoding done by the saris ignored. See the special file
lib/README.encoding for detalils.

CURLOPT_FOLLO WLOCATION

libcurl 7.10.3

A non-zero parameter tells the library to fellany Location: header that the sensends as part of
a HTTP header

NOTE: this means that the library will re-send the same request onvhi®cation and follav new

Location: headers all theay until no more such headers are returf@dRLOPT_MAXREDIRS
can be used to limit the number of redirects libcurl will fello
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CURLOPT_UNRESTRICTED_AUTH
A non-zero parameter tells the library it can continue to send authentication (useorgaseuen

following locations, een when hostname changed. Note that this is meaningful only when setting
CURLOPT_FOLLGVLOCATION.

CURLOPT_MAXREDIRS
Pass a long. The set number will be the redirection limit. If thatymwadirections hae been fol-
lowed, the net redirect will cause an erroEURLE_TOO_MANY_REDIRECTSThis option only
makes sense if thEURLOPT_FOLL@LOCATION s used at the same time. (Added in 7.5)

CURLOPT_PUT
A non-zero parameter tells the library to use HTTP PUT to transfer data. The data should be set with
CURLOPT_READIATA and CURLOPT_INFILESIZE.

CURLOPT_POST
A non-zero parameter tells the library to do gutar HTTP post. This is a normal application/x-
www-form-urlencoded kind, which is the most commonly used one by HTML forms. See the CUR-
LOPT_POSTFIELDS option for oto gecify the data to post and CURLOPT_POSTFIELDSIZE
in how to st the data size. Starting with libcurl 7.8, this option is obsolete. Using the CUR-
LOPT_POSTFIELDS option will imply this option.

CURLOPT_POSTFIELDS
Pass a char * as parametahich should be the full data to post in a HTTP post operation.néed
to male aure that the data is formatted thaywou vant the serer to recaie it. libcurl will not con-
vert or encode it for you. Most web serg will assume this data to be url-encodedeTote.

This POST is a normal application/x-www-form-urlencoded kind (and libcurl will set that Content-
Type by deéult when this option is used), which is the most commonly used one by HTML forms.
See also the CURLOPT_POSTsing CURLOPT_POSTFIELDS implies CURLOPT_POST

Note: to male nultipart/formdata posts (aka rfc1867-posts), check ouClHRLOPT_HTTPPOST
option.

CURLOPT_POSTFIELDSIZE
If you want to post data to the serwithout letting libcurl do a strlen() to measure the data size,
this option must be used. When this option is used you can post fully binary data, which otherwise is
likely to fail. If this size is set to zero, the library will use strlen() to get the size. (Added in libcurl
7.2)

CURLOPT_HTTPPOST
Tells libcurl you want a multipart/formdata HTTP POST to be made and you instruct what data to
pass on to the seew Pass a pointer to a liekl list of HTTP post structs as parameféne linked
list should be a fully alid list of 'struct HttpPost’ structs properly filled in. The best and most ele-
gant way to do this, is to useurl_formadd(3)as documented. The data in this list must remain
intact until you close this curl handleaag withcurl_easy_cleanup(3)

CURLOPT_REFERER
Pass a pointer to a zero terminated string as paranieteitl be used to set the Referer: header in
the http request sent to the remote seibhis can be used to fool serg or scripts. &u can also set
ary custom header wit€EURLOPT_HTTPHEADER

CURLOPT_USERAGENT
Pass a pointer to a zero terminated string as parantetetl be used to set the UsAgent: header
in the http request sent to the remote eeibhis can be used to fool serg or scripts. du can also
set a custom header wit€RURLOPT_HTTPHEADER

CURLOPT_HTTPHEADER
Pass a pointer to a lirdd list of HTTP headers to pass to the seim your HTTP request. The
linked list should be a fully alid list of struct curl_slist structs properly filled in. Use
curl_slist_append(3jo create the list ancurl_slist_fiee_all(3)to clean up an entire list. If you add
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a header that is otherwise generated and used by libcurl intergally added one will be used
instead. If you add a header with no contents as in 'Accept:’ (no data on the right side of the colon),
the internally used header will get disabled. Thus, using this option you can adoeaders,
replace internal headers and remadnternal headers. The headers included in theedifist must

not be CRLF-terminated, because curl adds CRLF after each headeraikme # comply with

this will result in strange ugs because the servwill most likely ignore part of the headers you
specified.

NOTE: The most commonly replaced headergehghortcuts” in the options CURLOPT_COOKIE,
CURLOPT_USERA&SENT and CURLOPT_REFERER.

CURLOPT_HTTP200ALIASES

Pass a pointer to a lirdd list of aliases to be treated adidd HTTP 200 responsessome serers
respond with a custom header response IF@.example, IceCast seevs respond with "ICY 200
OK". By including this string in your list of aliases, the response will be treated @&da M TP
header line such as "HTTP/1.0 200 OK". (Added in 7.10.3)

The linked list should be a fullyalid list of struct curl_slist structs, and be properly filled Wse
curl_slist_append(3fo create the list anclirl_slist_fiee_all(3)to clean up an entire list.

NOTE:The alias itself is not parsed foryamersion strings.So if your alias is "MYHTTP/9.9",
Libcurl will not treat the serr as responding with HTTReksion 9.9.Instead Libcurl will use the
value set by optiolCURLOPT_HTTP_VERSION

CURLOPT_COOKIE

Pass a pointer to a zero terminated string as parametsill be used to set a cookie in the http
request. The format of the string should EMNE=CONTENTS, where KME is the cookie name
and CONTENTS is what the cookie should contain.

If you need to set mulitple cookies, you need to set them all using a single option and thus you need
to concat them all in one single string. Set multiple cookies in one strenthik "namel=contentl;

name2=content2;" etc.

Using this option multiple times will only makhe latest string\erride the preiously ones.

CURLOPT_COOKIEFILE

Pass a pointer to a zero terminated string as paraniesaould contain the name of your file hold-
ing cookie data to read. The cookie data may be in Netscape / Mozilla cookie data format or just
regular HTTP-style headers dumped to a file.

Given an empty or non-gisting file, this option will enable cookies for this curl handle, making it
understand and parse reei cookies and then use matching cookies in future request.

CURLOPT_COOKIEJ AR

libcurl 7.10.3

Pass a file name as char *, zero terminated. This willerileurl write all internally knavn cookies

to the specified file wheaurl_easy_cleanup(3¥ called. If no cookies are kwa, no file will be
created. Specify "-" to instead \@te cookies written to stdout. Using this option also enables
cookies for this session, so if you fotaenple follav a location it will malke matching cookies get
sent accordinglyAdded in 7.9)

NOTE If the cookie jar file cat’be aeated or written to (when the curl_easy_cleanup() is called),
libcurl will not and cannot report an error for this. Using CURLOPT_VERBOSE or CUR-
LOPT_DEBJUGFUNCTION will get a varning to displaybut that is the only visible feedback you
get about this possibly lethal situation.
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CURLOPT_TIMECONDITION
Pass a long as paramet&his defines hw the CURLOPT_TIMEWLUE time value is treated. &
can set this parameter to TIMECOND_IFMODSINCE or TIMECOND_IFUNMODSINCE. This is
a HTTP-only feature. (TBD)

CURLOPT_TIMEV ALUE
Pass a long as parametdihis should be the time in seconds since 1 jan 1970, and the time will be
used in a condition as specified with CURLOPT_TIMECONDITION.

CURLOPT_HTTPGET
Pass a long. If the long is non-zero, this forces the HTTP request to get back t@@{ Teally
usable if POSTPUT or a custom request V& keen used pxéously using the same curl handle.
(Added in 7.8.1)

CURLOPT_HTTP_VERSION
Pass a long, set to one of thalves described belo They force libcurl to use the specific HTTP
versions. This is not sensible to do unless yoteteagod reason.

CURL_HTTP_VERSION_NONE
We dbon't care about whatersion the library uses. libcurl will use whageit thinks fit.

CURL_HTTP_VERSION_1_0
Enforce HTTP 1.0 requests.

CURL_HTTP_VERSION_1_1
Enforce HTTP 1.1 requests.

FTP OPTIONS
CURLOPT_FTPPORT
Pass a pointer to a zero terminated string as parantewél be used to get the IP address to use for
the ftp POR instruction. The PORinstruction tells the remote sento connect to our specified IP
address. The string may be a plain IP address, a host name, arkneteriace name (under Unix)
or just a -’ letter to let the library use your systemsad#&flP address. Datilt FTP operations are
passve, and thus von’t use POR.

You disable POR again and go back to using the pagsvesion by setting this option to NULL.

CURLOPT_QUOTE
Pass a pointer to a lirdd list of FTP commands to pass to the eeprior to your ftp request. This
will be done before gnother FTP commands are issuegiefebefore the CWD command). The
linked list should be a fullyalid list of to append strings (commands) to the list, and clear the entire
list afterwards withcurl_slist_fiee_all(3) Disable this operation agn by setting a NULL to this
option.

CURLOPT_POSTQUOTE
Pass a pointer to a lirdd list of FTP commands to pass to the aeafter your ftp transfer request.
The linked list should be a fullyalid list of struct curl_slist structs properly filled in as described for
CURLOPT_QIQOTE. Disable this operation af by setting a NULL to this option.

CURLOPT_PREQUOTE
Pass a pointer to a lirdd list of FTP commands to pass to the eenfter the transfer type is set.
The linked list should be a fullyalid list of struct curl_slist structs properly filled in as described for
CURLOPT_QIQOTE. Disable this operation afm by setting a NULL to this option.

CURLOPT_FTPLIST ONLY
A non-zero parameter tells the library to just list the names of an ftp dirgictstigad of doing a full
directory listing that wuld include file sizes, dates etc.

This causes an FTP NLST command to be sBatvare that some FTP sass list only files in their
response to NLSThey might not include subdirectories and symbolic links.
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CURLOPT_FTPAPPEND
A non-zero parameter tells the library to append to the remote file insteadrafite it. This is
only useful when uploading to a ftp site.

CURLOPT_FTP_USE_EPRT
Pass a long. If thealue is non-zero, it tells curl to use the HRBnd LPR) command when doing
active FTP davnloads (which is enabled by CURLOPT_FTPHRAQRJsing EPH means that it will
first attempt to use EARand then LPR before using POR hut if you pass ALSE (zero) to this
option, it will not try using EPRor LPRT, only plain POR. (Added in 7.10.5)

CURLOPT_FTP_USE_EPSV
Pass a long. If thealue is non-zero, it tells curl to use the EPSV command when doingep&sBi
downloads (which it alays does by deault). Using EPSV means that it will first attempt to use
EPSV before usingASV, but if you pass ALSE (zero) to this option, it will not try using EPSV
only plain RASV.

PROTOCOL OPTIONS
CURLOPT_TRANSFERTEXT
A non-zero parameter tells the library to use ASCIlI mode for ftp transfers, instead of db# def
binary transferFor LDAP transfers it gets the data in plairttenstead of HTML and for win32 sys-
tems it does not set the stdout to binary mode. This option can be usable when transfedatg te
between systems with éfent viavs on certain characters, such awlirees or similar

CURLOPT_CRLF
Corvert Unix newnlines to CRLF nwlines on transfers.

CURLOPT_RANGE
Pass a char * as parametarhich should contain the specified range yantvIt should be in the
format "X-Y", where X or Y may be left out. HTTP transfers also suppedrakintenals, sepa-
rated with commas as itX-Y,N-M". Using this kind of multiple inteals will cause the HTTP
sener to send the response document in pieces (using standard MIME separation techniques).

CURLOPT_RESUME_FROM
Pass a long as parametércontains the déet in number of bytes that yowant the transfer to start
from.

CURLOPT_CUSTOMREQUEST
Pass a pointer to a zero terminated string as paramietsill be user instead of GET or HEAD
when doing the HTTP request. This is useful for doing DELETE or other more or less obscure
HTTP requests. Dohdo this at will, male aure your sergr supports the command first.

CURLOPT_FILETIME
Pass a long. If it is a non-zerahue, libcurl will attempt to get the modification date of the remote
document in this operation. This requires that the remoterssends the time or replies to a time
qguerying command. Theurl_easy_gtinfo(3) function with theCURLINFO_FILETIMEargument
can be used after a transfer xract the receed time (if ary). (Added in 7.5)

CURLOPT_NOBODY
A non-zero parameter tells the library to not include the body-part in the output. This is only rele-
vant for protocols that hee sparate header and body parts.

CURLOPT_INFILESIZE
When uploading a file to a remote site, this option should be used to tell libcurl whap#uted
size of the infile is.

CURLOPT_UPLOAD
A non-zero parameter tells the library to prepare for an upload. The CURLOPT_RHAD&Nd
CURLOPT_INFILESIZE are also interesting for uploads.
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CONNECTION OPTIONS
CURLOPT_TIMEOUT
Pass a long as parameter containing the maximum time in seconds that ywthalldbcurl transfer
operation to ta#. Normally name lookups can taka ®nsiderable time and limiting operations to
less than a f@ minutes risk aborting perfectly normal operations. This option will cause curl to use
the SIGALRM to enable time-outing system calls.

NOTE: this is not recommended to use in unix multi-threaded programs, as it uses signals unless
CURLOPT_NOSIGML (see abwe) is =t.

CURLOPT_LOW_SPEED_LIMIT
Pass a long as parametércontains the transfer speed in bytes per second that the transfer should
be belov during CURLOPT_LQV_SPEED_TIME seconds for the library to consider it toavslo
and abort.

CURLOPT_LOW_SPEED_TIME
Pass a long as parametércontains the time in seconds that the transfer should ber bieéoCUR-
LOPT_LOWN_SPEED_LIMIT for the library to consider it too si@nd abort.

CURLOPT_MAXCONNECTS
Pass a long. The set number will be the persistent connection cache size. The set amount will be the
maximum amount of simultaneously open connections that libcurl may cacteultDef5, and
there isnt much point in changing thisalue unless you are perfectlwae of hav this work and
changes libcur§ behaviour. This concerns connection usingyaof the protocols that support persis-
tent connections.

When reaching the maximum limit, curl uses @iegRLOPT_CLOSEPOLIC figure out which of
the &isting connections to close to peat the number of open connections to increase.

NOTE: if you already hee performed transfers with this curl handle, setting a smaller MAXCON-
NECTS than before may cause open connections to get closed unnecéasiaiélg in 7.7)

CURLOPT_CLOSEPOLICY
Pass a long. This option sets what pglltocurl should use when the connection cache is filled and
one of the open connections has to be closed t@ makn for a ne&s connection. This must be one
of the CURLCLOSEPOLICY_* defines. US8URLCLOSEPOLICY_LEAST_RECENTIUSEDto
male libcurl close the connection thatw/least recently used, that connection is also leaty litt
be capable of re-use. USRJRLCLOSEPOLICY_OLDES® male libcurl close the oldest connec-
tion, the one that as created first among the ones in the connection cache. The other close policies
are not support yet. (Added in 7.7)

CURLOPT_FRESH_CONNECT
Pass a long. Set to non-zero to reake net transfer use a me(fresh) connection by force. If the
connection cache is full before this connection, one of xisieg connections will be closed as
according to the selected or delt poligy. This option should be used with caution and only if you
understand what it does. Set this to O teehldocurl attempt re-using arxisting connection (deiult
behaior). (Addedin 7.7)

CURLOPT_FORBID_REUSE
Pass a long. Set to non-zero to meake net transfer &plicitly close the connection when done.
Normally, libcurl keep all connections &b when done with one transfer in case there comes a suc-
ceeding one that can re-use thefhis option should be used with caution and only if you under
stand what it does. Set to 0 tosbdibcurl keep the connection open for possibly later re-useaitef
behaior). (Added in 7.7)

CURLOPT_CONNECTTIMEOUT
Pass a long. It should contain the maximum time in seconds that you tAdoconnection to the
sener to tale. Thisonly limits the connection phase, once it has connected, this option is of no
more use. Set to zero to disable connection timeout (it will then only timeout on the systenv
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internal timeouts). See also t6B&JRLOPT_TIMEOUToption.

NOTE: this is not recommended to use in unix multi-threaded programs, as it uses signals unless
CURLOPT_NOSIGML (see abwe) is =t.

SSL and SECURITY OPTIONS
CURLOPT_SSLCERT
Pass a pointer to a zero terminated string as parani@terstring should be the file name of your
certificate. The detfult format is "PEM" and can be changed vBliRLOPT_SSLCERTTYPE

CURLOPT_SSLCERTTYPE
Pass a pointer to a zero terminated string as paraniéterstring should be the format of your-cer
tificate. Supported formats are "PEM" and "DERAdded in 7.9.3)

CURLOPT_SSLCERTPASSWD
Pass a pointer to a zero terminated string as paranieteill be used as the pasevd required to
use the CURLOPT_SSLCHReertificate. If the passovd is not supplied, you will be prompted for
it. CURLOPT_RSSWDFUNCTIOMan be used to set youwo prompt function.

NOTE: This option is replaced b§URLOPT_SSLKEWSSWDand only cept for backard com-
patibility. You never needed a pass phrase to load a certificateydu need one to load your yate
key.

CURLOPT_SSLKEY
Pass a pointer to a zero terminated string as parani@terstring should be the file name of your
private key. The dehult format is "PEM" and can be changed w@lWRLOPT_SSLKEYTYPE
(Added in 7.9.3)

CURLOPT_SSLKEYTYPE
Pass a pointer to a zero terminated string as paramiéterstring should be the format of your pri-
vate key. Supported formats are "PEM", "DER" and "ENGAdded in 7.9.3)

NOTE: The format "ENG" enables you to load thevge key from a crypto engine. in this case
CURLOPT_SSLKEM used as an identifier passed to the engioa.n&e © st the crypto engine
with CURLOPT_SSL_ENGINE

CURLOPT_SSLKEYPASSWD
Pass a pointer to a zero terminated string as paranieteill be used as the pasevd required to
use theCURLOPT_SSLKErivate key. If the passwrd is not supplied, you will be prompted for it.
CURLOPT_RSSWDFUNCTIOMan be used to set youwo prompt function.(Added in 7.9.3)

CURLOPT_SSL_ENGINE
Pass a pointer to a zero terminated string as parantetadtl be used as the identifier for the crypto
engine you wnt to use for your prate key. (Added in 7.9.3)

NOTE:If the crypto deice cannot be loade@URLE_SSL_ENGINE_NGOUNDIs returned.

CURLOPT_SSL_ENGINEDEFAULT
Sets the actual crypto engine as thedkffor (asymetric) crypto operations. (Added in 7.9.3)

NOTE:If the crypto deice cannot be sesCURLE_SSL_ENGINE_SEARED is returned.

CURLOPT_SSLVERSION
Pass a long as paramet&et what ersion of SSL to attempt to use, 2 or 3. Byaddif the SSL
library will try to sole this by itself although some seng mak this difficult why you at times may
have o use this option.

CURLOPT_SSL_VERIFYPEER
Pass a long that is set to a zer@ue to stop curl fromerifying the pees certificate (7.10 starting
setting this option to TBE by defult). Alternatecertificates to &rify against can be specified with
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the CURLOPT_CAINFO option (Added in 7.4.2) or a certificate directory can be specified with the
CURLOPT_CARTH option (Added in 7.9.8).As of 7.10, curl installs a dedlt bundle. CUR-
LOPT_SSL_VERIFYHOST may also need to be setto 1 or O if CURLOPT_SSL_VERIFYPEER is
disabled (it dedults to 2).

CURLOPT_CAINFO
Pass a char * to a zero terminated string naming a file holding one or more certificate$ytthe
peer with. This only mads sense when used in combination with the CURLOPT_SSL_VERI-
FYPEER option. (Added in 7.4.2)

CURLOPT_CAPATH
Pass a char * to a zero terminated string naming a directory holding multiple CA certificages to v
ify the peer with. The certificate directory must be prepared using the openssl c_rehasfihusility
only males sense when used in combination with the CURLOPT_SSL_VERIFYPEER option. The
CAPATH function apparently does nobvk in Windows due to some limitation in openssl. (Added
in 7.9.8)

CURLOPT_RANDOM_FILE
Pass a char * to a zero terminated file name. The file will be used to read from to seed the random
engine for SSL. The more random the specified file is, the more secure the SSL connection will
become.

CURLOPT_EGDSOCKET
Pass a char * to the zero terminated path name to the Bn@aghering Daemon soek It will be
used to seed the random engine for SSL.

CURLOPT_SSL_VERIFYHOST
Pass a long. Set if we shoulekrify the Common name from the peer certificate in the SSL hand-
shale, set 1 to checkxistence, 2 to ensure that it matches theigexl hostname. This is by defit
setto 2. (Added in 7.8.1, drflt changed in 7.10)

CURLOPT_SSL_CIPHER_LIST
Pass a char *, pointing to a zero terminated string holding the list of ciphers to use for the SSL con-
nection. The list must be syntactly correct, it consists of one or more cipher strings separated by
colons. Commas or spaces are also acceptable sepatatoodons are normally used, , — and + can
be used as operatorsalM examples of cipher lists include 'RC4-SHASHA1+DES’, 'TLSv1’
and 'DEFAULT'. The detult list is normally set when you compile OpenSSL.

You'll find more details about cipher lists on this URL:
http://wwwopenssl.ag/docs/apps/ciphsthtml

CURLOPT_KRBA4LEVEL
Pass a char * as paramet&et the krb4 security &, this also enables krb4vareness. Thiss a
string, 'clear’, safe’, 'confidential’ or 'pivate’. If the string is setui doesrnt match one of these,
"private’ will be used. Set the string to NULL to disabkrléeros4. Thedeberos support only avks
for FTR (Added in 7.3)

OTHER OPTIONS
CURLOPT_PRIVATE
Pass a char * as parametg@ointing to data that should be associated with the curl hardie.
pointer can be subsequently retee using the CURLINFO_PRINTE options to curl_easy_get-
info. (Added in 7.10.3)

RETURN VALUE
CURLE_OK (zero) means that the optiorasvset properlynon-zero means an error occurred as
<curl/curl.h> defines. See tHécurl-errors.3man page for the full list with descriptions.

SEE ALSO
curl_easy_init(3), curl_easy_cleanug3),
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BUGS
If you find ary bugs, or just hee questions, subscribe to one of the mailing lists and pastdi't bite.
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